Embedded and Cyber-Physical Systems education faces several challenges as well as opportunities as every-"thing" becomes connected, and as technology development accelerates. Initiatives such as CDIO, as well as several other academic and industry initiatives to create new CPS programs illustrate strong interests and awareness of these challenges. We provide an overview of foreseen educational needs, existing state of the art in education and an analysis of the subject of CPS with the purpose of understanding the implications for education. The investigation points to key issues in curriculum design regarding balancing depth and breadth, theory and practices, academic and industrial needs, and core technical skills with complementary skills. Curricula in CPS could, if the right balance is achieved, educate CPS engineers of the future that are "ready to engineer".
INTRODUCTION and MOTIVATION
What skills and capabilities are required by the engineers of tomorrow? Furthermore, how should the corresponding educational programs be formed in order to provide experts ready to engineer the Cyber-Physical Systems that will greatly impact our future society?
Embedded and Cyber-Physical Systems education is facing several challenges as every-"thing" becomes connected, and as technology development accelerates. Distinguishing "embedded" from "IT" used to be simple. With the increased levels of networks and connections between different systems -and the use of software-intensive systems in all sorts of new applications including mass-market products -our traditional separation into various disciplines and domains is no longer adequate. Moreover, system complexity increases, requiring process and organizational change. This provides an increased need for engineers with system knowledge, which goes beyond the traditional disciplines.
This development raises the question whether our current educational programs are sufficient. Do we need to develop new "multidisciplinary" programs, or should we aim for a new CPS discipline and corresponding programs? How long should engineering educations be? Should more emphasis be placed on lifelong learning -for example in terms of continued training for practicing engineers?
The main contributions of this paper are threefold:
1. We provide an overview of foreseen educational needs and existing state of the art in education.
2. We provide an analysis of the subject of CPS, with the purpose of understanding the implications for education.
3. Based on this analysis, we propose further work for establishing CPS curricula. Chief among the work items are to further investigate (i) core CPS competences, (ii) industrial needs, and, (iii) the balance of depth and breadth among covered topics.
Specific attention is devoted to the multidisciplinary nature of CPS education, with its connection to multiple academic disciplines and (existing as well as new) application domains.
Section 2 elaborates CPS characteristics and trends, and discusses educational needs mainly from an industrial point of view. Section 3 describes state of the art in terms of existing educational practices and curriculum recommendations. Based on Sections 2 and 3, Section 4 identifies and discusses challenges and gaps. Section 5 concludes the paper with recommendations for further work. These characteristics reflect the evolving scope of CPS, from traditionally closed systems, with single jurisdiction, limited adaptability and autonomy, [20] .
CPS CHARACTERIZATION AND SOCIETAL EDUCATIONAL NEEDS
The increased level of integration between the domains of the physical world, embedded systems and the internet/IT world, raises questions about needs for future engineers, both in terms of their numbers and desired skills/knowledge -these two topics are examined in the following.
Future of CPS job market
According to a recent investigation by ARTEMIS and ITEA2, the global market of Digital Technology is estimated at USD 3,300 billion, corresponding to approximately 50 million jobs, for which the Europe share translates to about 9.1 million jobs (about 20%), [6] . The term Digital Technology was introduced (due to a lack of coherent terminology) to account for software, embedded software, IT services, internal IT as well as hardware encompassing semiconductors, PCs, tablets, servers, storage, and peripherals.
The global market for Digital Technology is predicted to have a continued strong growth with expectations for a strong increase in demand of embedded and CPS engineers, [6] . The same investigation also highlights that the key selling product features are increasingly dominated by CPS and embedded systems as they become part of more and more products and systems.
Consequently we foresee an increasing need for CPS engineers and also for CPS knowledgeable people in general given the increasing societal reliance on such systems.
Our experiences from nearly 30 years of education in Mechatronics and Embedded system, confirm the importance of CPS and embedded systems education, and the industrial demand, for example resulting in a relatively recently formed Master program in Embedded systems at KTH. The creation of the program was driven by industrial partners of KTH centre for embedded systems (ICES), [21] .
Regions increasingly depend on strong universities and education as one important attractor for CPS industry. Closer industry and academia regional collaboration is becoming more and more important.
Required skills of CPS engineers
Development, production, operation and maintenance of CPS require an increasingly large skill-set, beyond the capabilities of (most) single individuals.
The corresponding knowledge encompasses physics (and analog technology), geometry, and digital/software technology, providing heterogeneity in concepts, time and space. A key challenge in CPS engineering is to be able to integrate such heterogeneous and complementary perspectives to form a coherent system. This requires that models and methods from a number of disciplines, such as computer science, electronics, control and mechanics are consistently combined, [22] .
While knowledge has increased in all areas of technology, specific knowledge is also required for developing "systems" and integrating heterogeneous technologies. In a CPS, dependencies across components and aspects will require consideration of "nonlocal" effects. Closely related to this, a modern engineer will have to interact with many other engineers and stakeholders, thus requiring also communication and project management skills going well beyond technology.
Requirements for a sustainable society further require consideration of a number of life-cycle concerns including environmental effects, recycling and disposal.
Because of the important influence of CPS in society, and their interactions with various stakeholders, the skill-set moreover many times extends to economics, human machine interaction, legislation and social sciences.
TOWARDS A STATE OF THE ART IN CPS EDUCATION
We aim to characterize knowledge and research related to CPS education into two distinct domains; (i) current research and activities related to engineering education, and (ii) discipline specific educational efforts.
The former encompasses results from initiatives such as CDIO [7] , [8] , [9] , criteria from ABET [10] and educational research findings related to the scope of this article. In the latter we include discipline specific efforts related to embedded systems, CPS, systems engineering and mechatronics.
We further provide examples of representative CPS educational programs and trends. To set the stage, we start with a discussion about the characterization of the subject of CPS.
Related engineering education research and activities

The CDIO initiative
The CDIO initiative is a framework for educational program development. The initiative stems from MIT around 1997, with an international spread around 2000. The initiative was launched with the idea of reforming higher engineering education both towards engineering fundamentals, and, at the same time, to create engineers with an ability to engineer. Companies and organizations such as Boeing and ABET presented lists of abilities they wanted students to possess [7] . These abilities relate to real-world engineering situations and were a reaction to many universities transforming education more towards engineering science.
The CDIO initiative states that graduating engineers should be able to: "conceive, design, implement and operate complex valueadded engineering systems in a modern team-based environment and are mature and thoughtful individuals", [7] .
So far, more than 100 universities have joined the CDIO initiative, demonstrating that the notion of "creating engineers ready to engineer" is spreading fast.
ABET criteria for Engineering Education
The Accreditation Board for Engineering and Technology (ABET) has established criteria for accrediting engineering programs. Some of these criteria are based on student outcomes. An educational institution can seek accreditation with ABET, and in some countries it is of utmost importance for educational programs to be ABET qualified. The criteria relating to student outcomes are grouped into eleven outcomes. When designing a CPS curriculum, it is certainly not a disadvantage to glimpse at these criteria for assessing outcome of engineering programs. The first five criteria are presented below:  an ability to apply knowledge of mathematics, science, and engineering  an ability to design and conduct experiments, as well as to analyze and interpret data  an ability to design a system, component, or process to meet desired needs within realistic constraints such as economic, environmental, social, political, ethical, health and safety, manufacturability, and sustainability  an ability to function on multi-disciplinary teams  an ability to identify, formulate, and solve engineering problems The remaining six criteria deal with professional and ethical responsibility, communication, engineering contexts, life-long learning, contemporary issues and the ability to use modern tools.
ABET recommends that engineering programs include a capstone course in the curriculum. A capstone course aims to bring together major aspects of the academic disciplines relating to the subject of the program, to train students to utilize knowledge and skill from previous courses. A capstone course can train professional skills and further train students to be "ready to engineer", borrowing the phrase from CDIO.
While these criteria are for engineering programs, and not directly applicable to programs in, for example, physics, ABET does include computer science programs.
Balance between Knowledge and Skills, Theory and Practice
The birth of PBL, Problem Based Learning, came as a reaction to the then too theoretical medical training programs that existed. Medical programs were thought to teach the science of medicine but not to prepare future practitioners very well. Barrows et al. reformed a medical school program in Ontario, Canada, in the late 1960s by introducing PBL, [11] .
Simultaneously, a deeper understanding on how people learn started to be more common and new pedagogies evolved. Among the research that popped up in this wake were the very much quoted studies on deep-and surface approaches to learning undertaken by Marton and Säljö, [12] . In these studies, Marton and Säljö showed that students develop, or take, different approaches to learning. While in some cases, a surface approach can be very efficient to memorize large quantities of material, a deep approach might result in an understanding of the underlying concept and meaning, while the details for example might not be remembered. These studies do not show that one approach is better than the other. The studies show that students take different approaches, and that the different approaches train differently. A subject, or profession, might require both knowledge and skill, both theory and practice, and it is important to keep a balance that is relevant for the subject and future profession.
Summarizing related research and activities
The results and experiences from CDIO show that a shift of focus in engineering programs has been (is being) made, with more focus on professional, applicable engineering skills but without losing engineering fundamentals or scientific rigorousness. CDIO shows that this reform can be made, and that it leads to both stronger fundamentals and a "capability to engineer" [9] .
The ABET criteria show that US universities are assessed according to students abilities to apply knowledge, both of the subject of the program, but also of mathematics and science in general. These criteria also show that an engineering program in general should result in ability to conduct and perform experiments, analyze data, design systems, components and processes, function in multidisciplinary teams, solve engineering problems etc.
The history of PBL and more current research on learning approaches and strategies point toward the importance of finding the balances between theory and practice, between knowledge and skills, and to develop programs, courses and modules appropriately.
Education research in selected technical fields
In this section, we present studies on subjects similar, and relevant to CPS, with a focus on research on curriculum design for CPS. An increased interest in the area can be noted in several academic communities, for example through the WESE workshop on embedded systems education at the Embedded Systems week (that in 2012 changed name to include CPS in the title), as well as with the first CPS education workshop at CPS week, [23] .
Previous studies by Törngren and Grimheden were carried out on the subjects of Mechatronics, [13] and Embedded Systems, [14] to create a foundation for further curriculum design. In these studies, both subjects are classified as thematic (as opposed to disciplinary) and functional (as opposed to formal).
The thematic identity implies that the subject is hard to define, and that it is rather pointless, or at least very difficult, to try to find a universal consensus on the definition, content and teaching strategy, as opposed to disciplinary subjects such as mathematics where university courses seldom vary between universities or decades.
With CPS, most universities approach the subject differently, depending on university organization, student popularity and individual interest among professors. All in all, the subject typically emerges as a theme, an idea, from an interaction, collaboration or discussion between domains, university professors or departments, for example, computer science, mechatronics, embedded systems, automatic control etc. The theme(s) that evolve from this combination, meaning the research ideas and proposals, the courses, student projects etc., typically define the subject. Examples of typical themes, or strands, that we have noted are: -Mathematical approach -CPS needs to reconcile the underlying (disciplinary) theories and find commonshared, abstractions, for example among computer science and control theory.
Extension approach -where a particular discipline and curriculum, e.g. in computer science, is extended with one or two courses to provide complementary competence (e.g. on the "physical" aspects of CPS).
Project and problem oriented approach -Theory and practice needs to be bridged, and systems engineering perspectives (requirements, architecture, integration) provided.
The legitimacy of the subject, is characterized as more functional than formal, [13] . Hiring companies requests functional skills more than formal knowledge. The hiring agent will most likely ask the candidate for his or her ability to apply knowledge, to design systems and products than to give a list of which books and subjects the candidate has read. The formal knowledge is essential, but the value lies in the ability to apply the knowledge.
The above is valid if the intention is to create a program that teaches students to design, implement, use and operate cyberphysical systems, a CPS engineering program.
The concept of synergy
As with Mechatronics and Embedded Systems, most of the more commonly used definitions of the subject are based on the concept of synergy. An example of this is the definition currently used by the US National Science Foundation, NSF:
Cyber-physical systems (CPS) are engineered systems that are built from and depend upon the synergy of computational and physical components. Emerging CPS will be coordinated, distributed, and connected, and must be robust and responsive.
As presented in previous studies, synergy is hard to teach, [14] . "CPS are engineering systems that are built from and depend upon the synergy…". Synergy can be studied, but to master synergy the underlying subjects need to be understood. This has to be practiced, and the challenge is to be able to create this synergy without being expert in (all of) the underlying subjects. Therefore, if the subject of CPS is defined based on the concept of synergy, it can be argued that the expertise of the CPS engineer lies in the ability to understand and utilize this synergy -to differentiate from experts in the fields of computer science, control, communication etc.
To reach this specific expertise, there is a need to find a suitable balance in a system-and disciplinary perspective. In composing CPS engineering teams there is a need to gather persons providing the required disciplinary expertise (in some form) and with person(s) that have the ability to provide a systems-and integration perspective, which of course could be the CPS engineer.
The whole is greater than the sum of its parts
A CPS graduate cannot have studied as much computer science as a CS graduate, not as much electrical engineering as an EE graduate etc. The CPS graduate must possess other competences and skills, skills such as the ability to create synergy between these subjects.
PBL and medical programs were mentioned previously. A medical student might work as a physician 50 years after graduation. The medical field hardly stays undeveloped for that long, there will be a lot of new things to learn. The program must take that into account and teach generic skills and the ability to adapt. In a related comparison, the field of medicine evolves quite fast with new discoveries, new methods and tools -but the length of the program stays roughly the same. New things cannot simply be added into the curriculum, the curriculum must constantly be revised and learning goals replaced.
Systems engineering
Systems engineering is an interdisciplinary field that overlaps control, industrial engineering, project management etc. Systems engineering also emerged from an industrial need and there was a rather clear idea of what competencies and skills that was required of a systems engineer. The subject has matured enough so that programs, courses and modules in systems engineering exist at many universities, meaning the programs are necessarily not made of existing courses in the underlying subjects but rather of courses in systems engineering. The field includes a lot of "new" topics such as systems modeling languages.
INCOSE, the International Council of Systems Engineering, presents a list of 165 programs in systems engineering in the US, divided into systems-centric and domain-centric, [15] . The systems-centric programs treat systems engineering as a separate discipline while the domain-centric programs starts in a separate domain such as mechanical engineering, electrical engineering, and teaches systems engineering as a specialization of that subject.
INCOSE does not recommend curriculum ideas or suggestions, it merely "advocates that academic institutions offer more engineering degree programs with strong components in Systems Engineering, and supports academic institutions that have chosen to offer programs that lead to degrees in Systems Engineering." [15] . It can be noted that the recommendations suggest the inclusion of a capstone course, as mentioned in section 3.1.2.
Embedded systems and mechatronics
The subjects of embedded systems and mechatronics share similarities with systems engineering in the sense that they are multi-disciplinary subjects, academic subjects that have matured and are established at many universities. An embedded systems or mechatronics program can likewise be based on either a separate domain such as electrical engineering, or be taught as a separate domain.
For both subjects, suggestions for curriculum design exist. The ARTIST Education group published guidelines "for a graduate curriculum on embedded software and systems", [15] . These guidelines acknowledge the challenge of multiple disciplines, of requiring expert skills and competences from several domains. These guidelines assume that a student has a BSc-level degree in computer science and base an MSc program on that assumption, designing an embedded systems specialization program, and proposing content for that program.
Studies on curriculum design for Mechatronics, for example as proposed by the EUMECHA-PRO, [16] , instead promote a diversity of BSc-level degrees and topics in the MSc-level programs, emphasizing the special characteristics at the various universities, related to the various definitions and characterizations of the various academic constellations. In this proposal, mechatronics programs shifted focus between universities from for example precision motion control to robotics to complex product development.
Example of CPS educational profiles
To date, we are only aware of a few educational programs in Cyber-Physical Systems. In 2013, at the First workshop on CyberPhysical Systems Education (CPS-Ed 2013), a number of courses and modules were presented, [23] . One attempt at proposing a program was presented by Peter Marwedel et al. [17] . This program is divided into undergraduate and graduate level. For the undergraduate level, Marwedel et al. propose five parts, or topics; computer science, physics, electrical engineering, mathematics and CPS, meaning that the curriculum is divided between these five topics. Beside these topics, the authors propose a sixth topic that is voluntary and could be related to specific characteristics of the respective universities. For the graduate level, the study proposes to include more theoretical aspects, more depth and supplementary material.
The UC Berkeley EECS program strongly emphasizes CPS. At the core of the approach lies the teaching of core system modeling and model integration techniques, enabling model based CPS design, [24] .
EIT ICT Labs, the Knowledge and Innovation Community set up by the European Institute of Innovation and Technology runs a Master School with seven technical majors. Students of this school are invited to participate in "summer schools". In 2014, one of these summer schools was focused on Cyber-Physical Systems. The summer school ran for two weeks and mixed CPS lectures with team projects, use cases and lectures in business and innovation. The setup of the summer school was as follows:
Week 1: introduction of challenges on the themes of embedded systems, (networked) control systems, wireless sensor networks, and computer science. Lectures followed by specific tutorials and group work in order to let students connect theory with practice.
Week 2: focus on acquiring skills for preparing a business plan and the corresponding pitch presentations on one or combination of the introduced challenges.
Education trends
In this section we discuss how current trends in engineering education could influence development of a curriculum in CPS. Another example is presented by Jensen et al [4] , "Virtualizing Cyber-Physical Systems: Bringing CPS to Online Education". In this paper, the authors present a course given at UC Berkeley that has been transformed into a MOOC. Students are developing software for a robotic vacuum cleaner using LabVIEW Robotics Environment Simulator. Originally, in the non-MOOC-course, the students controlled a real robot, but with the MOOC setting, the authors argue that it's impossible to keep experimenting with hardware equipment if real scalability is wanted. Instead, the students use a simulation of the robot to verify their results.
DISCUSSION
A subject that crosses so many domains as CPS and at the same time requires a very strong theoretical base is difficult to define, grasp, master and teach. The metaphor of "T-shaped people" [25] can be used to describe the abilities required of a CPS engineer or graduate; the competence needs to consist of two types of abilities. The vertical bar on the "T" represents depth and expertise in a single field and the horizontal bar represents abilities to work and collaborate with other "Ts", with people with other expertise. In this perspective, it's not crucial that the depth and expertise is in the exact right subject, the combination of depths within a team, and the ability of this team to create synergies between these depths is more important. This can be summarized into balancing the depth and the breadth, balancing core technical skills with complementary skills.
The examples of CDIO and ABET illustrate the balance between theory and practice, between knowledge and skills. In both cases, it can be argued that the balancing is the key success factor: practice needs theory, theory needs practice, skills need knowledge and vice versa. The CDIO case showed that an increased focus on practice leads to increase in engineering fundamentals, and theory.
CONCLUSIONS AND FUTURE WORK
In this paper we provided an initial analysis of foreseen educational needs and existing state of the art in education. We also identified issues that require further investigation.
The pathway to creating a curriculum for CPS would need further analysis of these topics and of additional issues, including the following: 
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